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Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal enviranment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
leam about web application security in a controlled class room environment

The aim of DVIWA is to practice some of the most commen web vulnerabilities, with various levels of
difficultly, with 2 simple straightforward interface.

General Instructions

Itis up o the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any medule and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete @ module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability

Please note, there are both and with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (5o this can be seen as an
extension for more advanced users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerabilty.
There are also additional inks for further background reading, which relates to that security issue

WARNING!

Damn Vulnerable Web Application is damn vuinerable! Do not upload it to your hosting provider's public
htm folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual

machine (such as or ich is set to NAT networking mode. Inside a guest machine, you
can downloading and install for the web server and database.

Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. We have given wamings and taken

measures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is not our responsibility it is the responsibiiity of the personis who uploaded and installed it
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CDN1P XFFIP

[tES) HTTP

Ex =E

-1 =&
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13.9 IPV6 R {XIPVARYESUERC &

(1) &y IPV6 B R AR IP #uhi Al 1, URL A http://[2019:101:10:4::3]:8002, ] LLIE % i
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Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass
JavaSeript

DVWA Security
PHP Info
About

Logout
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Welcome to Damn Vulnerable Web Application!

Damn Vuinerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. lts main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help we
developers better understand the processes of securing web applications and to aid both students & teachers to
leam about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with 2 simple straightforward interface.

General Instructions

Itis up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working p to reach the highest level they can before moving onto the next one. There
is not a fixed object 1o complete a module; however users should feel that they have successfuly exploited the
system as best as they possible could by using that particular vulnerability

Please note, there are both and ility with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

DVWA also includes a Web Application Firewsall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (<o this can be seen as an
extension for more advanced users)!

There is a help button at the bottom of each page, which allows you 1o view hints & tips for that vulnerabiliy.
There are also additional links for further background reading, which relates to that security issue.

WARNING!

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public
html folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
machine (such as or hich s set to NAT networking mode. Inside a guest machine, you
¢an downloading and install for the web server and database.

Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should ot be used maliciously. We have given warnings and taken

sures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is not our respansibility it is the responsibility of the person/s who uploaded and installed it

o B & O

N Xy 2805 i 19 ks, URL S hittp://[2019:101:10:4::3]:8002/login.php?id=1 and 1=1,
4 Sl AN 11

C  ® FE=# | [2019:101:10:4:31:3002/login.php?id
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400 Bad Request
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14.3 {EFRHI
WAF 32 N\ WX 2% 3 T2 2 Rl BTN Y, 75 B2 1) 40 5 XA R X 8 42 11
14.4 &R SmFARA

AP EAE = AL 5 8 UNIS W2000-G50
AR A5 N UNIS Uniware software, Version 1.10, E6713

14.5 AR

B WAF 558 B AEAC AL, dash SRms 2% el & 7 g U 1) AR 45 o (I B 7 51 2 WAF, WAF [H]
EIRSS RS, ARSI HEN swl I, Eid SREE I OB R B A 5] & WAF, WAF 8145 % 7 i,
U\ﬁﬁﬁﬂ%ﬁi%%, AR B .

Web[ FFRNIE: WAF1

GEDM
br2: 192.168.10.7

GE1/0/23
GE1/0/1 GE1/0M1& GE1/0/18 GE1/0M
Vlan 1100 an 1105 Vlan 110@'\:‘]% 1108
B/ RPC RSV =i sw2 Web Server
107.10.0.10 101.10.5.200/24

14.6 BEE LT
14.6.1 WAF B3O X HECE

Bk Web BB kI%: JH3) IEICHROME 3 i#s, fEHBHER %I “https://192.168.0.17 Biw] itk
A Web WEZFTR . MIAHRF4 “admin”. Z63 “admin”, siihi<B >4 A3 Web M

U EAT AR G 1R AT
BN B KBS T R AR PSR PR 22 1. 5L FLE R 1 GEO/L BRIAEMIHF br2
i,
+PortE0 + ChamnelZ] + W@l + TunkiE0 + w05 |
BOEH a3 Channel£[] FFED BEYRE SEERE
GED/D = MngtBridge =8 BA
GEO/1 = br2 z5 o)

MMM O br2, fEsid Fmd, S0, S, $mer br2 #:0 1P: 192.168.10.7,
S,
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Ip==3 = ipva v
IPaEdt 0.0.0.0
FmEs - 0000
8k 7 192.168.10.1
Metric
| #=a ] =xo |

14.6.2 BRS5EEACE

UL RSS2 e B RIC B S v OR3P0t 5, A R v PR ok A 1P kb Jy: 101.10.5.200.
R A M SR R R 45 A Bl IR A5 A B H-HT TP RS 287, Ay .

+ HTTPEESE  + HTTPSERESE

B R
SEASR 15 v
REZER IPHhE - u | BEEL Faipigst #0 BR
s 101.10,5.200 20 =B wEEs bri00

SRil-1,BH1EE2
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EIE
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14.6.3 £ REELE
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VU5, SR A oA DU AR 98 512 B 75 SR i 2

NN A f-Web B30 SRS, BN, B WEB B s, Z450k e ER O R E A A .
IR

+ WebBsras |+ | |m5rz
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Az 0 B

1

th s =

Hit

HE1-1 B 1EER

87



+ EEWeblHPEE

| webkip A RS

sEEt thi EETETE @ p

Web=11 @ ~EEATEE-- v EETERSE @ P

B . EE

aEE 51 = O S=EURL @

=P = 4
Cookiefl®

BARE 7a

gaE © 0 Cookielil&

5] ks

| WebBstFHIRIERS

EEEEAEL = Ehr + i R = i+

HTTPHR RS ER v Bt &8 SRR = &+

HTTRE Sl = =i SRHES AN = B+

FEREAN BRI v Emd S5 SEEEl = 2 +

B = ®hn + BN T A = B 4+

bz = =+ R = B+

PRESLEE RSN = o + SR AR s 1 +

(&= (=29)

14.6.4 XH#HELE

IMAME PR, L swl FEN=EA8Hmbl, % 0. RS WAF B SCEFR 1A swl. sw2 1
NZEWAE, MR E, (UEkocE k.
BEAAZ AL swl:

BCE 2 oy IRSSom WAF [ G bk .
[SW]interface Vlan-interface 168

[SW -Vlan-interface168]dis this

interface Vlan-interface168

ip address 192.168.10.1 255.255.255.0
[SW]interface Vlan-interface 1100

[SW -Vlan-interface1100]dis this

interface Vlan-interface1100

ip address 101.10.0.1 255.255.255.0
[SW]interface Vlan-interface 1105

[SW -Vlan-interface1105]dis this

interface Vlan-interface1105

ip address 101.10.5.1 255.255.255.0

Frmis ACL BN, fuifr H M EBCA 101.10.5.200/32 1 101.10.0.0/24 i il
[SW]acl number 3010

[SW -acl-adv-3010]rule O permit ip destination 101.10.5.200 O

[SW]acl number 3020
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[SW -acl-adv-3020]rule 0 permit ip destination 101.10.0.0 0.0.0.255

W Wi 2% PBR HB& i th aaa F1 bbb, VLECAHRZ ACL KL, T —Bk>h WAF 14 Dbk
[SW]policy-based-route aaa permit node 5

[SW -pbr-aaa-5]if-match acl 3010

[SW -pbr-aaa-5]apply next-hop 192.168.10.7

[SW -pbr-aaa-5]quit

[SW]policy-based-route bbb permit node 5

[SW -pbr-aaa-5]if-match acl 3020

[SW -pbr-aaa-5]apply next-hop 192.168.10.7

[SW -pbr-aaa-5]quit

TP RENE P s AR S5 o vian FHE T, 2 gl FFL aaa,  ARSSH 51 FALN bbb,
[SW]int vlan1100

[SW -Vlan-interface1100] ip policy-based-route aaa

[SW]int vlan1105

[SW -Vlan-interface1100] ip policy-based-route bbb

BEAAZHAL sw2, H5#% ORI vian1105.
[SW]vlan 1105

[SW -vlan1105]port GigabitEthernet 1/0/18
[SW -vlan1105]port GigabitEthernet 1/0/1

14.7 SuEfic &

o U PC TR EE 5. http://101.10.5.200, ] LA IE 5 H] Web T .

=R
Welcome = Damn Wulnerable X +
C © F=% | 101.10.5.200 W a O

{ . Welcome to Damn Vulnerable Web Appl
Instructions | Damn %ulnerable Web Application (D%WA) is 3 PHPMyS0L web application that is «
goal is to be an aid for security professionals to test their skills and tools in a legal e

Setup / Reset DB | developers better understand the processes of securing web applications and to aid be

learn about web application security in a controlled class room environment.

Brute Force The aim of DVWWA is to practice some of the most common web vulnerabilities, .

difficultly, with a simple straightforward interface.

Command Injection

CSRF

File Inclusion
File Upload
Insecure CAPTCHA

It is up to the user how they approach DWYWA, Either by working through every module
selecting any module and working up to reach the highest level they can before moving
is not & fixed object to complete a module; however users should feel that they have s
system as best as they possible could by using that particular valnerability.

SOL Injection
SQOL Injection (Blind)

o HEHERG—UIRHE S, feE B L7 KY7 R HE.

Please note, there are both documented and undocumented vulnerability with th
intentional. ¥ou are encouraoed to trv and discover as manvy issues as possible.

|
|
I General Instructions
|
|
|
|
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2019-09-19 08:56:11 101.10.0.10 52512 101.10.5.200 101.10.5.200 101.10.5.200/ GET 1
2019-09-189 08:56:11 101.10.0.10 52512 101.10.5.200 101.10.5.200 101.10.5.200/ GET 1
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1=1, WEB VT [fi# FHIKT
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BENNLH 22 4B 9-Web B4 #ms”, S didgin, B WEB B sihg, EREARIERRIN . ik
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CookiefEl
Cookishl®
ST S = . mm4
=z 4 SETEA = v mm
SEESENE = - mme
s, STEEI = . Em4
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R = . omm4
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WA E R, AL swl AN =JRSSHBL, B s RS WAF BRI E TR swl. sw2 {F
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BCE 2 oy IRSS o WAF (1 G itk .
[SW]interface Vlan-interface 168

[SW -Vlan-interface168]dis this
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interface Vlan-interface168

ip address 192.168.10.1 255.255.255.0
[SW]interface Vlan-interface 1100
[SW -Vlan-interface1100]dis this
interface Vlan-interface1100

ip address 101.10.0.1 255.255.255.0
[SW]interface Vlan-interface 1105
[SW -Vlan-interface1105]dis this
interface Vlan-interface1105

ip address 101.10.5.1 255.255.255.0

WM % ACL B, fui H AR ECA 101.10.5.200/32 A1 101.10.0.0/24 # ST
[SW]acl number 3010

[SW -acl-adv-3010]rule 0 permit ip destination 101.10.5.200 O

[SW]acl number 3020

[SW -acl-adv-3020]rule O permit ip destination 101.10.0.0 0.0.0.255

W2 PBR HI& i h aaa A1 bbb, VLECAHR) ACL #UU, T —Bkh WAF () VRRP Kl ik
[SW]policy-based-route aaa permit node 5

[SW -pbr-aaa-5]if-match acl 3010

[SW -pbr-aaa-5]apply next-hop 192.168.10.254

[SW -pbr-aaa-5]quit

[SW]policy-based-route bbb permit node 5

[SW -pbr-aaa-5]if-match acl 3020

[SW -pbr-aaa-5]apply next-hop 192.168.10.254

[SW -pbr-aaa-5]quit

3 E N A IR S5 vian 3%, & i G FH RN aaa, kS5 51 AU bbb,
[SW]int vlan1100

[SW -Vlan-interface1100] ip policy-based-route aaa

[SW]int vlan1105

[SW -Vlan-interface1100] ip policy-based-route bbb

NS AL sw2, K HRIA vian1105.
[SW]vlan 1105

[SW -vlan1105]port GigabitEthernet 1/0/18
[SW -vlan1105]port GigabitEthernet 1/0/1

15.6 YEfcE

o U PC TR S 5. http://101.10.5.200, W] LA IE# 5 H Web T .
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Welcorme = Damn Wulnerable X +

C O F== | 101.10.5.200 B W O

~ Welcome to Damn Vulnerable Web Appl

Instructions | Damn Yulnerable YWeb Application (D%WA) is 3 PHP/MySQAL web application that is «
goal is to be an aid for security professionals to test their skills and tools in a legal e
Setup / Reset DB | developers better understand the processes of securing web applications and to aid be

learn about web application security in & contralled class roam enviranment.

Brute Force The aim of DWWYA is to practice some of the most common web vulnerabilities, «

difficultly, with a simple straightforward interface.

Command Injection

CSRF

File Inclusion
File Upload
Insecure CAPTCHA

[t is up to the user how they approach DYWYWA, Either by warking through every module
selecting any module and warking up to reach the highest level they can before maoving
is not a fixed object to complete a module; however users should feel that they have s
systern as best as they possible could by using that patticular vulnerability.

SOL Injection
e . Please note, there are both documented and undocumented vulnerabhility with th
SOL Injection (Blind) intentional. You are encouraned to trv and discover as manv issues as nossible.

o  HIHERG—VUIHHE", BEE BRI KV HE.

|
|
I General Instructions
|
|
|
l

+ BARS + WebibAE B zes |mzs |20v |AEe
SREF 15 -
HERFIRdiE] WEIP prinl Eif1P SaRIE/IP BRIURL Bi& iRE
2019-09-19 08:56:11 101.10.0.10 52512 101.10.5.200 101.10.5.200 101.10.5.200/ GET 1
2019-09-19 08:56:11 101.10.0.10 52512 101.10.5.200 101.10.5.200 101.10.5.200/ GET 1

o RS EFIET SQLIEN, % P URL #ii\ http://101.10.5.200/vulnerabilities/sqli/?id=1
and 1=1, WEB T [ # BH ¥ .

® 101.10.5.200/vulnerabilities/sqli/index.php?id=id%3D1+and+1%3D1&Submit=Submit&L we @ 1y
b S ERmE 6 s

ERNEE

BNTE SIRSSREEEEE,
o W ERAEERRE AR, B/ LoMERE,
o SEEFCERMNMIANE , FREETETRESERRE,

o IRERTETSRRESAOERE A EIRSSE0ED |, B
= Firefox S EEROARIREE,
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o HNHERGIGEHE", WA SarHNSEAUA SQL N BT H &
+ AT+ WeblmERGT Eyal =2 T

HOST 15 v

ZET | EP Hige EIfIURL i jee= ] b=t I E =] BRI R
2019-09-19 09:00:27 101.10.0.10 101.10.5.200 101.10.5.200/vulnerabilities/sqlif GET FEERPE =R SQUEMN FEER 1
o WIIF AR I EES E A WT HL, P  FON IR G5 SR AT SQL VE AT, I BT [ 45 [ I .
® 101.10.5.200/vulnerabilities/sgli/index.php?id=id%3D1+and+1%3D1&Submit=Submit&u - @ 1

L B =mmEn Ib) s

ERNEE

BAREN SIREMREERES,
o S RER A ERREANTITR,. B LosERE,
o WISEETEERANMIANE , FREETTERRESERRE,

o NEEAHENSRESAPGES S RS SRS |, S5
Firefox E#EHARIMEE,
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